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METOOANYECKWE PEKOMEHOALIUU
O PASMEWEHN HA UHO®POPMALIMOHHbIX CTEHOAX, O®PULUATIbHbIX
MHTEPHET-CAUTAX U OPYT'MX UHO®OPMALIMOHHBLIX PECYPCAX
OBLLIEOBPA3OBATEJIbHbIX OPFTAHU3ALIMA N OPFAHOB,
OCYLWLECTBNAKLWNX
YNPABJIEHUE B C®OEPE OBPA3OBAHUA, UH®OPMALIUN O BE3OINACHOM
NOBEAEHNU U UCNOJIb3OBAHUU CETU "MHTEPHET"
kcnepTammn n uneHamm BpemeHHon komuccum CoeTa Pepepaumm No pasBUTUIO
NHOPMaLMOHHOIO obLecTBa B pamMKkax BbINOSIHEHUS peKoOMeHAauuni napnamMmeHTCKUX
cnywaHun "AkTyanbHble BOMpocbl obecneyeHusi 6e30nacHOCTM U pasBUTUA OeTeN B
MHOPMaLMOHHOM NpocTpaHcTBe", koTopble npowniv B Coete Pepepauumn 17 anpens
2017 r., ObIM paspaboTaHbl MeToAUYECKME peKoMeHZauuuM O pa3MeLleHUn Ha
MHOPMALMNOHHBIX  CTeHAax, omumanbHbIX  UMHTEPHEeT-canTax Wn  Opyrux
MHPOPMALMOHHLIX pecypcax oblleobpasoBaTenbHbIX OpraHMsauum W OpraHos,
OCYLLECTBNALWNX ynpaBneHne B cepe obpasoBaHuda, nHdopMauum o 6esonacHom
nosegeHMM n  ucnonb3oBaHun cetn  "WHTepHeT" (ganee - MeToguyeckue
pekomMeHaauun).
MeToguyeckne pekoMeHOaunm HanpasfieHbl Ha KavyeCTBEHHOEe MNOBbILEHWE YPOBHS
NHPOPMALMOHHON AeATENbHOCTM 06LeobpasoBaTenbHbIX OpraHu3auuMi M OpraHos,
OCYyLLeCTBNALWNX yrnpaBneHne B ccepe obpasoBaHud, B 4acTU WMHGPOPMUPOBAHUSA
yyalmxcs, ux pogutenen (3akoHHbIX NpeacTaBUTeENen) n negarormyecknx paboTHUKOB
00 OCHOBHBbIX acnekTax HopmMaLnoHHOM 6e3onacHOCTH.
MeTognyeckne pekomeHgauum no3BONAT o0b6uweobpasoBaTesibHbIM OpraHu3auusamMm u
opraHam, OCyLeCTBNSAWWUM ynpasrieHne B cdepe obpasoBaHus, akTyanmsanpoBaTtb
y)Xe€ UCNosfb3yemble U pasMeLLleHHble WHMOPMALMOHHbIE MaTepuanbl, TakK WU
NoAroTOBUTb UX B Cydae UX OTCYTCTBUS C yHETOM Ny4dLUIMNX NPaKTUK U peKoMeHaauunm.
B pamkax meToguyeckux pekomeHgauumn paccMmaTpmuBaroTcs cneayowme MHCTPYMEHTbI:
1. NH(pOPMALIMOHHbIE CTEHADI;
2. ohmumarnbHble UHTEPHET-pecypChl;
3. cpeacTBa MaccoBOW MHAGoOpMauuKM (LUKOSbHbIE raseTbl, negarorndyeckne nsgaHus m
Apyrvie).
NHdopmaLnOHHbIe CTeHAbI
Ha  wuHdopmaunoHHbix  cTeHgax B obuweobpasoBaTenbHbIX  OpraHM3aumsx,
pacnonoXeHHbIX B (hone ydpexgeHun n B kabmHeTax, OCHaLLEHHbIX NepcoHanbHbIMU
ycTpoucTBamMu Ana BbiIxoga B ceTb "WHTepHeT", pekomeHOyeTcs pas3MecTuUTb



MH(POPMALUMNOHHbIE NaMATKW, coAepKalime OCHOBHble coBeTbl No obecneveHuto
NHPOPMaLMOHHOM B6e30MaCHOCTN yYaLLUXCS.

B npunoxenun N 1 K meTogudecknm pekoMmeHaaunsam npeacrasrneH obpasel namaTku
ANdA pasMeLleHnss Ha MHAPOPMALMOHHbIX CTEHAAX.

CpenctBa maccoBoun MHcpopmaumm
B cpeactBax maccoBon MHGOpMaLMKM, OPUEHTMPOBAHHbLIX Ha oby4arolmxcs,
pekoMeHayeTcs B TedeHne ydyebHoro roga perynsapHo nybnukoBatb MH(OPMALMOHHbIE
MaTepuarbl, NOCBSALEHHble OTAENbHbIM acnektam MHgopmaunoHHon 6esonacHocTn, a
TaKke pasnuyHble NnamaTkM obLLero xapakrepa.

B cpegctBax maccoBoM  MHOpMauUUK, OPUEHTUPOBAHHBIX Ha nNegarornyeckyro
0OLEeCTBEHHOCTb, PEeKOMEeHOYyeTCa B TedeHue KanengapHoro roga perynspHo
ny6nvkoBaTb MHMOPMALMOHHbIE MaTepuarbl, NOCBSALEHHbIE OTAEerbHbIM acrnekTam
MHOPMaLNOHHOM 6esonacHocTK Kak HECOBEPLLUEHHONETHUX, Tak n
obuieobpasoBaTenbHbIX OpraHu3auui, a Takke pasnuyHble namMsaTkn, o0630pbl
HOPMaTUBHO-NPABOBOrO perynMpoBaHnsa aHHON cdpepbl 1 MHpOpMaLNIO O akTyanbHbIX
MEepPONpUATUSX N cOBbITUSX B aHHOM cdhepe.

B xopme npoeegeHus EpguHoro ypoka no 6esonacHoctm B cetn  "MHTepHeT"
pekomeHayeTcs obecneynTb BbIMYCK TeMaTMYecKoro BbiMyCcka CcpencTBa MacCOBOW
nHcpopmauun nnbo cepum nyénukaunn, cpeam KoTopbiX pacCMOTPETb OpraHM30BaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poauTenen (3akoHHbIX nNpeacTaBuTenen) wu
negarormn4eckomn ooLLLEeCTBEHHOCTM.

OdmumanbHblie UHTEepHeT-pecypcbl
OOweobpasoBaTenbHbIM OpraHM3aumMsM pekoMeHAyeTCs Ha CBOMX oduumanbHbIX
NHTepHeT-pecypcax  obecneuntb  (DYHKLMOHMPOBAHWE  CaMOCTOATENBHOIO U
cneunanuampoBaHHoro pasgena "MHdgopmaumoHHas ©Ge3onacHocTb", B pamKax

KOTOPOro npeaycMoTpeTb pasMmelleHne cneayrowen nipopmaumm:
®Dopmar
npeacraBjJacHus
N Paznen/moapaszaen MATEpPHaJIoB Cojep:kaHue MaTepuaJioB
PasmeluatoTcs Konun JOKYMEHTOB, T.€.
CKaHMPOBAHHbIA BapnaHT JOKYMEHTA,
COOTBETCTBYOLLMI TpeboBaHUAM K
JlokanbHble napameTpam CKaHMpoBaHUS. PasmellatoTcs
HOpMaTUBHbIE aKTbl B NOKYMEHTbI, perfiameHTupyroLmne
cchbepe obecneyeHus opraHmsauuio 1 paboTy ¢ nepcoHanbHbIMK
MHGOPMaLMOHHOWN Konun NaHHbIMKW, NNaHbl MEPONPUATUI MO
GesonacHocTn NOKyMEHTOB B [o6ecneveHnto nHopMaLnoHHOM
oby4aroLmxcs dopmaTte *PDF [6esonacHocTn obyyarowmxes n gpyrme.
My6nukytoTCs akTyanbHble CBEAEHNS O
beieparnbHbIX U perMoHanbHbIX 3aKoHaXx,
NMCbMax OpraHoB BMacT u gpyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernameHTupyowmne obecneveHmne
MHdopMaunoHHon 6e3onacHoCTH
HecoBepLleHHoNeTHUX. [lonyckaeTcs BMeCTo
Konun KON pasmMeLLiaTb rmnepcehbifiki Ha
HopmaTusHoe TOKYMEHTOB B [COOTBETCTBYHOLLME AOKYMEHTbI Ha canTax
perynupoBaHue dopmaTte *PDF |opraHoB rocygapCTBEHHOW BNacTu.
TexkcT Ha PasmeluatoTcs metogmyeckme
CTpaHuLe canTa|pekomeHgauum 1 ykasblBaeTcsa MHopmMaums
Meparornyeckmum Konuu 0 MeponpuaTUAX, MPOEKTax U NporpammMax,
paboTHMKaMm TOKYMEHTOB B [HanpaBrieHHbIX Ha NOBbILLEHWE




dopmate *PDF |MHpopMaLMOHHON rpaMOTHOCTH
negarormyeckmx paboTHMKOB.

Pasmelyaetcs nHdopmaLmMoHHas namsTka
(npunoxerne N 2) n ykasbiBaeTcs
MHPOPMaLMA O MEPONPUATUAX, MPOEKTaXx U
nporpamMmmax, HanpasreHHbIX Ha MOBbILLIEHWEe

TekcT Ha MHGOPMaLNOHHOW rPaMOTHOCTU

O6yyaroLwmmcs cTpaHuLe canTta|obydaroLmxcs.
Poantenam (3akoHHbIM
npencraBUTENSAM) TekcT Ha PasmellaeTca nHgopmaumoHHas namsaTka
oby4aroLmxcs cTpaHuue canta|(npunoxexme N 3).

Pasmelyaetcsa nHgpopmaums o

peKoOMeHOYEMbIX K UCMOSIb30BaHMIO B
[leTckmne 6e3onacHble [TekcT Ha y4ebHOM npouecce 6esonacHblx canTax,
canThbl CcTpaHuue canTa|baHHepbl 6e30nacHbIX ETCKMX CauTOB.

OpraHam, ocylecTBrnaOWNM yrnpasrneHue B cdepe obpa3oBaHUd, pekoMeHayeTcs Ha
cBOMX  ouumaneHblx  UHTepHeT-pecypcax  obecneuntb  (PYHKLUMOHUPOBaHME
CaMOCTOSTESTbHOIO n cneumanusanpoBaHHOro pasgena "MIHdopmaumoHHas
BGesonacHoOCTb", B paMKax KOTOpPOro npeaycMoTpeTb pasMelleHne crnegyouen
NHdOpMaLUK:

MpunoxeHne N 1

NMAMATKA
ans oeYYALWMxca o UHOOPMALIMOHHOW BE3ONACHOCTU OETEN

HEJTIb3A
1. Bcem nogpsag coobuiatb CBOK YaCTHYO MHopMaunio (HacTosilwme nmsi, oaMunnuio,
TenedoH, agpec, HoMep LLKOsbI, a Takke poTorpadumn cBOU, CBOEN CEMbU U OPY3EN);
2. OTKpblBaTb BrIOXEHHble (ansibl  9NEKTPOHHOW MOYThbl, KOrga He 3Haelb
oTnpasuTens;
3. [pybutb, npugupatbCs, oOKasblBaTb [aBreHWe - BeCTU cebs HeBeXnMBO U
arpeccuBHo;
4. He pacnopsbkancs geHbramm TBOoen cembn 6e3 paspelleHunsa cTtaplux - Bcerga
cnpawuBan pogutenen;
5. He BcTpevaincs ¢ VIHTepHeT-3HAaKOMbIMU B pearibHOM XU3HWU - MOCOBETYMUCS CO
B3pOCIbIM, KOTOPOMY [OBeEpSeLlb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaewsb o cebe HenpaBay B VIHTepHeTe - coobum 06 aTom
CBOMM pPOAUTENSAM UM ONEKyHaM;
2. MNpurnawatoTt nepennucbiBaTbCs, UrpaTb, OOMEHNBATLCS - NPOBEPb, HET NN NOABOXA;
3. HesakoHHOe konupoBaHue ¢annos B HTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBar B3pocCrnbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. Ncnonb3ynm HacTponku 6e30MacHOCTU M MPUBATHOCTU, YTOObI HEe MOTEPSATb CBOU
aKKayHTbl B COLICETSX M OpYrnX nopTtanax.
MOXHO
1. YBaxawn gpyrnx nonb3oBatenen;
2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienai CCbINKYy Ha Hero;
3. OTKpbIBal TONbKO T€ CChISIKM, B KOTOPLIX YBEPEH;
4. ObwaTbCs 3a NOMOLLLI B3POCHbIM - pOAUTENN, ONEKYHbI N aAMUHUCTPaLMS CanToB
Bcerga nomoryr;
5. Tlponan ob6yyeHne Ha caunte "CeTeBMYOK" M nony4nm nacnopT uUMdpoBOro
rpaxgaHuHa!

MpunoxeHne N 2

MHPOPMALIMOHHAA NAMATKA




Ond obY4YAKOLWUXCA OnA PASMELLEHUA

HA OPULUATIbHbIX MHTEPHET-PECYPCAX
C KaxgblM rogomM MOMoAEeXN B UHTEPHETE CTAaHOBUTLCS BonblLue, a LUKOMNbHUKN O4HU U3
caMblIX aKTMBHbIX Nosib3oBatenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOrO KOnn4ecTsa
BO3MOXHOCTEN, UHTEPHET HeceT M npobnembl. JTa namsiTtka [OMKHa nomModb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbln  BUPYC - 3TO  PasHOBUAHOCTb  KOMMbKOTEPHLIX  MpOrpamm,
OTNIMYUTENBHOM OCOBEHHOCTBLIO KOTOPOM SIBNSAETCA CMOCOBHOCTb K pasmMHOXeHuto. B
[OMOMHEHWEe K 3TOMY, BMPYCbl MOryT MNOBPEAUTb WM MOSIHOCTBIO YHUYTOXUTb BCe
Gannbl M JaHHble, NOAKOHTPOSIbHbIE MONb30BaTEN, OT MMEHUM KoToporo 6bina
3anyleHa 3apaxeHHas rnporpaMmma, a Takke MoBpeauTb WM Jaxe YHUYTOXUTb
ONepaunoHHY0 CUCTEMY CO BCeMU cpavnamu B uenomMm. B GonblUMHCTBE criyyaes
pacnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHEeT.
MeToabl 3aLMTbl OT BPEAOHOCHbIX MPOrpamMm:
1. icnonb3yn coBpemeHHble onepaunoHHbIE CUCTEMBI, UMEKLLME CePbE3HbIN YPOBEHDb
3aWMTbl OT BP€AOHOCHbIX Mporpamm;
2. lNocTosiHHO ycTaHaenvBan nadtn (UMdpoBble 3annaTkyi, KOTOpble aBTOMAaTUYECKM
yCTaHaBnMBalTCA C LUenblo AopaboTkM nporpamMmmbl) U apyrme OOHOBMEHUS CBOeu
onepaumoHHon cuctembl. CkaumBam Mx TONMbKO C oduumManbHOro canta paspabotymka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYU €r0;
3. Pabotan Ha cBoeM KOMMbKOTEPE MOA NpaBamMu nofb3oBaTens, a He
agMuHUCTpaTopa. OTO He NOo3BOSIUT  OONbLUMHCTBY BPELOHOCHLIX Nporpamm
WMHCTannMpoBaTbCA Ha TBOEM NepCOHarbHOM KOMMbIOTEPE;
4. Vicnonb3y aHTUBUPYCHbIE NPOrpaMMHble MPOAYKTbl U3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTM4ecKMM obHoBneHnem 6as;
5. OrpaHunyb om3nyecknin 4OCTYN K KOMNbIOTEPY AS11 NOCTOPOHHUX NnL;
6. Vicnonb3yin BHeLWHWe HoCcUTeNn nHopMaLunKn, Takne Kak cdpnewlka, AUCK nnm gann ns
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMMblOTEPHbIE (hansibl, NOMNyyYeHHble U3 HEeHaO4eXHbIX UCTOYHUKOB.
[axe Te danrnbl, KOTOpble NpuUcran TBOW 3HAKOMbIW. Jlyylle yTOYHM Yy Hero, oTrnpasnsn
nn oH Tebe ux.
Cetn WI-FI
Wi-Fi - aTO He BMA nepefayn OaHHbIX, HE TEXHOMOIMSA, a BCero nuwb 6penn, Mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHusa 3apernctpuposana 6peng "WECA", uto
obo3Havano cnoeocoyeTaHme “"Wireless Fidelity", koTopbii nepeBoguTCca Kak
"BecnpoBogHast TOMHOCTbL".
[o Hawero BpemMeHu fowna gpyras abbpeBuatypa, KoTopasd SBNAETCA TakoOW e
TexHonorven. 310 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbISIO AAHO C HAMEKOM Ha
cTaHOapT BbiCWen 3BykKoBouM TexHuknm Hi-Fi, 4yTo B nepeBoge oO3Ha4daeT "BbliCcOKas
TOYHOCTBL".
[a, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, oTensx n asponoprax ABNAETCs OTANYHOMN
BO3MOXHOCTbIO BbIX04a B WHTepHeT. Ho MHorme akcnepTbl CYMTAlOT, 4TO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMMA.
CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:
1. He nepepaBan cBoOw nNu4Hyto MHpopmauuio vepes obwenoctynHoele Wi-Fi ceTu.
PaboTtas B HUX, )xenaTefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbl U Kakme-To HOMepa,;
2. Vicnonb3yn n obHOBNSAM aHTMBUPYCHbIE NporpamMbl U GpaHamayep. Tem cambiM Thbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;
3. Mpwn wucnonbsoBanum Wi-Fi oTkntoun yHkumo "O6wmii goctyn K dannam u
npuHtepam". [aHHas QYyHKUMA 3akpbiTa MO YMOMYaHUKD, OAHAKO HeKoTopble
nonb30oBaTeNN akKTUBMPYIOT ee And yaobcTea Mcnonb3oBaHns B paboTe unum yyebe;



4. He ncnonb3yn nybnuunbin WI-FI gna nepegayn nuYHbIX AaHHbIX, HanpuMmep Ons
BbIX04a B coOUManbHble CETU UMK B 3NTIEKTPOHHYIO MOYTY;

5. Wcnonb3yn TonbKo 3awmuieHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B wmobunbHOM TenedoHe oTkMouM  yHKumo  "MogkniodeHne kK Wi-Fi
aBTomMaTtmyeckn". He ponycka aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBO€ero cornacus.

CoumnanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAAT B Hally XW3Hb, MHOrMe ntogn paboTtarT u XuyT
TaM MNOCTOSAHHO, a B Facebook yxe 3apernctpupoBaH MuUnNuapg 4YernoBek, 4TO
SABNSEeTCA OOHOW cedbMOW BCex Xutenen nnaHeTbl. MHorve nonb3oBaTenn He
NMOHUMAIOT, YTO MHdOPMaUUS, pasMeLLeHHass UMN B COUMaribHbIX CETSX, MOXET ObliTb
HamgeHa M UCNoNb3OBaHa KeM YrogHo, B TOM 4ucre He obssaTtenbHO ¢ Gnarumu
HaMepEeHNAMMN.

OcHOBHble cOBETbI N0 6€30MacHOCTM B COLMAnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1eba B Opy3bsX HE OOMKHO ObiTb CryYamHbIX U
HEe3HaKOMbIX J0aeMn;

2. 3awmuian cBOK YacTHY kM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaty
TBOEr0 POXAEHUS W  APYryI0 JUYHYKD  UHGOPMALMIO.  3MOYMbIWMAEHHUKN  MOTyT
ncnonb3oBaTbh Aaxe WHOPMaUMK O TOM, Kak Tbl U TBOM pOAUTENU NNaHUpyeTe
NPOBECTU KaHWUKYIbI;

3. 3awumwan ceow penytaumio - AEpPXKM ee B YNCTOTE U 3agaBan cebe BOMpoc: xoTen
Obl Tbl, YTOObLI Apyrne nosib3oBaTenu BUAENU, YTO Thbl 3arpyxaews? [Nogyman, npexae
4yeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnu Tbl roBopuLb C NIOABMU, KOTOPLIX HE 3Haellb, He UCMONb3yn CBOE pearibHoe
UMSI U OPYTYIO JIMYHYO0 MHAPOPMaLMKN: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 NpoYee;
5. N3beran pasmelteHuns gotorpacduin B IHTEpHeTe, rae Tbl M306paXkeH Ha MeCTHOCTN,
Mo KOTOPOW MOXHO OonpeaennuTb TBOE MECTOMONOXEHUE;

6. Npu pernctpaumm B coumanbHOM ceT HeoBXO0ANMMO UCMOSb30BaTh CrOXHbIE Napony,
cocTosime 13 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM ceTu, NoYTbl U APYrMX CanToB HEOHXOAMMO MCMNONb30BaTh pa3Hble
naponu. Toraa ecnu 1eba B3NOMatT, TO 3MOYMbILLNEHHUKN MofydaT AOCTYN TOSMbKO K
OAHOMY MECTY, a He BO BCe cpaay.

ONEKTPOHHbIE OEHbBIN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YOOOHbIM cnocob nnatexen, ogHaKo CyLLeCTBYHOT
MOLLEHHMWKW, KOTOPbIE XOTAT MNOMNYYNTb 3TU AEHbIN.

OnNEKTPOHHbIE AEHbIMN NOSIBUIINCb COBCEM HEOAaBHO W UMEHHO M3-3a 3TOr0 BO MHOIMX
rocygapcrBax 4O CUX MOP HE MPOMMCAHO NPO HMX B 3aKOHaX.

B Poccun e OHM (PYHKUMOHMPYIOT M O HUX YXe MPOMMCaHO B 3akoHe, rae ux
pas3nenstT Ha HECKONbKO BMAOB - @aHOHUMHbIE U HE @aHOHMMHbIE. Pa3Huua B TOM, YTO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspewaeTca npoBoauTb onepaumn 6e3
noeHTMdmKkaumm nonb3oBaTens, a B HEAHOHMMHbIX MaeHTUdMKaumMsa nonb3oBaTens
saBnseTcs 06s3aTenbHOMN.

Takke cneagyeT pasnuyaTb ANEKTPOHHbIE (brMaTHble AeHbMN (paBHbl rOCYAAapPCTBEHHbLIM
BaniTam) W ONEKTPOHHble HeduaTHble [AeHbMM (He paBHbl rOCy4apCTBEHHbIM
BanTam).

OcHoBHble coBeTbl No Be3onacHon paboTe ¢ 3NEKTPOHHBIMWU AEHbraMM:

1. MpuBsKM K cHeTy MOOUMbHBIN TenedoH. ATO camMbl yOOOHbLIN U BbICTPBIM CNOCO6
BOCCTAHOBUTb OCTYN K cyeTy. [NpuBasaHHbIn TenedoH NnoMoxXeT, ecnu 3abyaellb CBOW
nraTeXHbl Naposb UK 3andellb Ha canT C HE3HAaKOMOro YCTPOUCTBA,;

2. Wcnonb3yn ogHopasoBble naponu. Nocne nepexoga Ha YCUMEHHYH aBTOpu3auuio
Tebe yxxe He ByaeT yrpoxaTb ONACHOCTb KpaXyn UM nepexasarta nnaTexHoro napons;



3. Bbibepn cnoxHein naponb. lNMpecTtynHukam OygoeT He nNpocTo yragaTb CROXHbIV
naponb. HagexHble naponu - aTo Naponu, KoTopble coaepxaT He MeHee 8 3HaKoB U
BKMOYalOT B cebsi CTPOYHbIE M MPOMUCHbIE BYKBbI, LMAPbI U HECKOSIbKO CMMBOJIOB,
TaKue Kak 3HaKk gonnapa, pyHTa, BocknuuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM He JOBepseLlb.

OneKTpoHHas noyTa

ONEeKTPOHHAas rnoyTa - 3TO TEXHONOMSA U NPefoCTaBsSeEMbIE el YCIyrn No nepecoInke u
NOMNyYEHUIO 3MEKTPOHHbIX COOOLLEHNI, KOTOpble pacnpenensiTcs B KOMMNbIOTEPHOM
cetn. OO6bIYHO SNEKTPOHHbLIN MNOYTOBLIA AWMK BbIMSAUT  cregylowmm  obpasom:
UMSA_nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepegayun NpocToro TekcTa, uMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl No BGe3onacHon paboTe ¢ INEeKTPOHHOW MOYTON:

1. Hapo BbIGpaTth NpaBunbHbIA NOYTOBbLIM CepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBUCOB, OL4HAKO Ny4ylle AOBEPATb TEM, KOro 3Haelb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBa B NUYHOW MOYTE NIMYHYKO MHGOpMaumo. Hanpumep, nydwe BbiOpaTh
"My3blkanbHbI_haHaTt@" unu "pok2013" BmecTo "Tema13";

3. Vicnonb3yi AByxaTanHyo aBTopu3aumio. OTO Korga NOMUMO Napons HYXXHO BBOAWUTb
Kog, npucblinaemoinn no SMS;

4. Bblbepn cnoxHbin naponb. [Ons KaXgoro MOYTOBOro sMKa AO0SMKEH ObiTb CBOM
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb Hanmcatb CaMOMYy CBOW SfIMYHbIA BOMPOC, UCMONb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3ym HeCcKonbKO MNOYTOBLIX SAWMKOB. [lepBblM ONA 4YaCTHOM nepenncku c
agpecataMmu, KOTOpbIM Tbl [OBepsellb. JTO 3MEeKTPOHHbIM afdpec He Hago
Ncnosib3oBaTh MNpu perucTpaunmn Ha popymax un cantax;

7. He oTkpbiBan channbl 1 gpyrme BrOXKEHUS B NMUCbMaX, OAXE €Cnv OHW NPULNn oT
TBOMX ApYy3en. Jlyylle yTOYHM Yy HUX, OTNPaBASANN N OHN Tebe 3Tn dhannbl;

8. lNocne okoH4YaHus paboTbl HA NOYTOBOM CepBUCE MNepen 3akpbiTUEM BKNagku C
canTom He 3abyab HaxaTtb Ha "Bbitn".

KnbepOynnuHr nnu supTyanbHoe n3geBaTenbCTBO

Knbepbynnuur - npecnegoBaHue COOOLLUEHNAMM, COAEpXaLMMN  OCKOpOneHus,
arpeccuvio, 3anyrmBaHue; XyruraHcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLbHO
pasnU4YHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHroMm:

1. He 6pocarica B 6on. Jlyywmn cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €CNn HET
TOr0, K KOMYy MOXHO 06paTuTbCs, TO BHa4dane ycnokouTbcs. Ecnu Tbl HayHewsb
oTBeYaTb OCKOPOMNEeHusMM Ha OcCKOpOneHusi, TO TONbKO eue 6onblie pasoxkellb
KOHQOINKT;

2. Ynpasnsi cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMas. CyLlecTBYHT Crnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM,;

4. He cTonT BECTU XynuUraHckum obpas BUpTyanbHOW Xn3Hu. VIHTepHeT ukcupyet Bce
TBOM AENCTBMUS U COXpaHSET nx. Yaganutb nx 0yaet kpanHe 3aTpyaHUTENBbHO;

5. Cobntogan cBow BUPTYarbHY YeCTb CMOSIOAY;

6. WrHopupynm eouHunyHbIN HeraTmB. OpgHoOpas3oBble OCKOPOUTENbHbIE COOOLLEHMS
nyywe nrHopuposaTb. OBbIMHO arpeccusi NpekpaLlaeTca Ha HavYanbHOW cTaauu;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLIEHUSMK, B
coumarnbHbIX CEeTAX €eCTb BO3MOXHOCTb OIOKMPOBKM OTMApPaBKM COOOLLUEHUA C
ornpeaernieHHbIX agpecos;

8. Ecnn TbI cBugetenb kubepbynnuHra. TBOM [EUCTBUA: BbICTYNUTbL MPOTMB
npecnegosaTens, MokasaTtb €My, 4YTO €ero [OeucTBuUs OLEHUBAlTCH HeraTusBHO,



noagepXaTb XXepTBY, KOTOPOW HY)XHa NCUXONorMyeckas noMoLLb, COOBLNTL B3POCIIbIM
0 (bakTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIM TenedoH

CoBpeMeHHble CMapT(OHbl W nnaHWweTbl cogepXaT B cebe BnomHe B3pOCHbIn
YHKUMOHAs, 1 Tenepb OHN MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHBIMU KOMMNbIOTEPAMM.
OpHako, cpeacTB 3awmThl AN NOAO6HbLIX YCTPOWCTB Moka o4YeHb Mano. TecTupoBaHue
N MOUCK YSI3BUMOCTEN B HUX NPOUCXOOMUT He Tak MHTEHCMBHO, kak aAns MK, To xe camoe
KacaeTcsa 1 MOBUNbHbLIX NPUITOXEHNNA.

CoBpeMeHHble MOOUIbHblE Opays3epbl yxe MpakTUYeCcKn [AOorHanuM HacTofbHble
aHanorun, ogHako paclmpeHue yHKUMoHana BneveT 3a cobon 6onbLIY CROXHOCTb U
MEHbLUYH 3aLLULLEHHOCTb.

[laneko He Bce NpoOn3BOAUTENN BbIMyCKaOT OOHOBMEHUS, 3aKpblBalOLWME KPUTUYECKNE
YySI3BUMOCTM OS5 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedgoHa:

Huyero He siBnsieTca no-Hactodwemy 6ecnnaTHbiM. Byab ocTopoxeH, Befb Koraa tebe
npegnaratoT 6ecnnaTtHbIi KOHTEHT, B HEM MOTYyT OblTb CKPbITbl KakuMe-TO nraTHble
yCnyru;

Hdyman, npexage yem otnpaButb SMS, ¢oTO Mnn Bnaeo. Tbl TOYHO 3HaELlb, F4e OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONEpPALNOHHY CUCTEMY TBOEFO CMapTOHa;

Ncnonb3yi aHTMBUPYCHbIE NporpamMmmbl 4nst MOBUNbHbLIX TeNedOHOB;

He 3arpyxan nNpunoxeHms OT HEM3BECTHOrO0 UCTOYHMKA, Bedb OHM MOryT copepXxaTb
BpedOHOCHOE nporpaMmMHoe obecneyeHmne;

[Mocne Toro kKak Tbl BbIMAEWb C calTa, rge BBOAMI NUMYHYKO MHoOpMauumo, 3angm B
HacTponku Bbpaysepa n yganu cookies;

Mepunogmyeckn NpoBepsiv, Kakme nnaTHble YyCrnyrM akTMBMPOBaHblI HA TBOEM HOMEPE;
[aBan cBo HOMepP MOBUMBHOroO TenedoHa TOMbKO NMIOASAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepseLLb;

Bluetooth gormkeH 6bITb BbIKIHOYEH, KOrda Tbl UM He nosb3yelbes. He 3abbiBan nHoraga
NpoBepPATL 3TO.

Online wvrpbl

CoBpeMEHHbIE OHMAMH-UTPblI - 3TO KpacO4Hble, 3axBaTbiBalOLLME pa3BiEYEHNUS,
obbeanHsALWME COTHU ThICAY YenoBek No BceMmy Mupy. Vrpokn nccneayoT AaHHbIN UM
Mup, obLlialTcsa Apyr C OpYrom, BbINOSHAKT 3a4aHusi, cpaXarTcss C MOHCTpaMn u
noslyqyaroT onbIT. 3a YyOOBOMBbCTBME OHM MNNATAT: MOKynawT AUCK, OnfadnBatroT
aboHeMeHT nnun npnobpeTaroT Kakme-To Onunn.

Bce aTm cpegctBa mayT Ha noggepxaHwe U pasBuUTUE Urpbl, a TakkKe Ha camy
6€e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aALNK, BbINMYCKAOTCS HOBLIE NMaTyu
(undppoBble 3annaTku Ans NporpamMMm), 3aKpbiBalOTCH YA3BUMOCTU CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTtbCA HE CTOSIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXkiu
TBOEro naporsisi, Ha KOTOPOM OCHOBaHa cucTeMa aBTopm3aumm BONbLUMHCTBA UTP.
OcHOBHble cOBETLI N0 6E€30MacHOCTM TBOErO UFPOBOrO akkayHTa:

1. Ecnn gpyron urpok Beget cebs nrioxo unv cosgaeTt Tebe HenpusTHOCTK, 3abnoKNpyn
€ro B CMMCKe UrPOKOB;

2. Tloxanynca agMuvHUCTpaTopaMm Wrpbl Ha nMfoxoe noBefeHMe 3TOro Urpoka,
XXenatenbHO NPUMOXUTb KakMe-TO JoKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBayn Nn4Hy0 MHGOpMaLmIo B npodanne urpsbl;

4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He ycTaHaBnuBaun HeodmumnanbHble naTtin n Moapl;

6. cnonb3yn cnoxHble U pasHble Naponu;

7. Jaxe BO BpeMs Urpbl HE CTOUT OTKMKOYaTb aHTMBMpYC. [loka Tbl Urpaellb, TBOW
KOMMbOTEP MOTYT 3apasnTb.



PULINHT NN Kpaxka NNYHBIX aHHbIX

OOGbI4HOM Kpaxew [OeHer M [OKYMEHTOB CEerofHsl YXe HUKOro He yauBULLb, HO C
pPas3BUTUEM WHTEPHET-TEXHOMOMN 3MOYMbILUIIEHHUKN NEPEMECTUNUCE B UHTEPHET, U
nNpogosmKakT 3aHMMaTbes "nobumesiM" genom.

Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLLEHHNYECTBA MU OULLNHT, rMaBHasa uUesb
KOTOPOro COCTOWUT B MNOSIyYEHUN KOHMPUAEHUMANbHbIX AaHHbIX Monb3oBaTenen -
norvHoB 1 napornen. Ha aHrnuickom asbike phishing untaeTca kak dpuwmHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLMHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecrnu Tbl nogospeBaellb, YTO TBOA aHKkeTa 6bina
B3riOMaHa, To Heob6xoAMMO 3abroknpoBaTh ee 1 coobLMTbL agMUHUCTPaTOpaM pecypca
00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ynm 6Ge3onacHble BebG-canTbl, B TOM 4WUCE, WHTEPHET-mMarasvHOB W
MOWCKOBbIX CUCTEM,;

3. Vicnonb3yn cnoxHbele 1 pasHble naponu. Takum obpasom, ecnn T1ebsa B3nomatoT, TO
310YMBbILLMEHHMKWN MornyYaT JOCTYN TOMbKO K OAHOMY TBOEMY MPOUIIIO B CETU, @ HE KO
BCEM;

4. Ecnn 1eba B3nomanu, TO HeobGXoAMMO npefynpeauTb BCEX CBOMX 3HAKOMbIX,
koTopble AobaBneHbl y Tebs B Apy3bsax, O TOM, YTo Tebs B3nomanu u, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCsa Cnam M CCbIfIKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNOYKN coxpaHeHue napons B bpayaepe;

7. He oTkpbiBan channbl 1 gpyrme BrOXKEHUS B NMUCbMaX, OAXE €Cnv OHW NPULNn oT
TBOMX ApYy3en. Jlyylle yToOYHM Yy HUX, OTNPaBASann N oHn Tebe aTn pansnbi.

Lincpposas penytauns

Lindposas penyTtaums - 3T0 HeratMBHasi Unv No3MTMBHas MHoOpPMaLnsa B ceTn o Tebe.
KomnpomeTupytowaa mnHdpopmaumns, pasMmelieHHas B UHTEPHETE, MOXET CEepbe3HbIM
obpasom oTpasuTbCs Ha TBOEW pearnbHOW xM3HW. "Lindposasa penyTtaums" - 310 TBOM
UMUK, KOTOPbIN dhopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHeTE.

TBOe MecTo XuTenbCTBa, Yy4yebbl, TBOEe (pMHaAHCOBOE MONoOXeHue, OCOBEHHOCTH
XxapakTepa 1 pacckasbl 0 B1IM3KNX - BCE 3TO HakansMBaeTCH B CEeTH.

MHorne nNoapoCTKN NErKOMbICIIEHHO OTHOCATCS K Ny6nukaumm nM4HOn MHgopmaummn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeAcTBUA. Thl Jaxe He CMOXeLLb AoragaTtbcs
0 TOM, 4YTO poTorpadusi, pasmeLleHHas 5 neT Hasag, ctana NPMYMHON OTKa3a NPUHATb
Tebsa Ha paborTy.

KommeHTapuu, pasmelleHne TBoux oTorpadoun m apyrme AOeNcTBUSE MOTYT He
MCYE3HYTb Jaxe nocrie Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO COXpaHUI aTy
WHpopmauuio, nonana N OHa B MOUCKOBbIE CUCTEMbI M COXpaHunacb M OHa, a
rmaBHoOe: 4YTO noayMalrT O Tebe okpyxarlme nau, KoTopble HauayT U yBUOAT 3TO.
Hantn nHgpopmaumto MHOro fieT CnycTta CMOXeT NMobon - kak M3 4obpbix NodyxaeHun,
Tak U C HAMEPEHMEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHOBHbIE COBETLI NO 3aLMTE LNMPPOBON penyTaLmm:

1. Nogyman, npexae 4Yem 4T0-TO NybrvkoBaTb M NepefaBaTb y cebst B 6riore vnn B
counarnbHoOu ceTu;

2. B HacTpowkax npocmns ycTaHOBM OrpaHNYeHnst Ha NPOCMOTP TBOEro NpPounsa n ero
coAepXXMMoro, caernamn ero Tonbko "ans apysen”;

3. He pasmelwan n He ykasbiBan MHOPMaLMIO, KOTOpasa MOXeET KOro-nmbo ockopbnatb
nnNn obmxaThb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LIKOMBbHUKN - aKTUBHblE MNONb30BaTENM ULMUEQPOBOro MNPOCTPaHCTBA.
OpHako faneko He Bce 3HatoT, YTO NOSIb30BaHNE MHOMMMU BO3MOXHOCTAMU LMGPOBOro
Mupa TpebyeT cobniogeHnsa npaB Ha UHTENNEKTyarnbHy COBCTBEHHOCTb.



TepMuH "mHTennekTyanbHaad COOCTBEHHOCTL" OTHOCUTCA K Pa3fiMyHbIM TBOPEHUSIM
4YenoBEYEeCKOro yma, HadvMHas C HOBbIX K306peTeHu U 3HakoB, OBO3Ha4aroLLMX
COBCTBEHHOCTb Ha NPOAYKTbI WU YCIyrn, W 3akaHunmBast KHuramm, doTtorpadusamu,
KMHOOUITbMaMn 1 My3blKanbHbIMU NPOU3BEAEHNSMN.
ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha NPOUN3BEAEHMS
HayKku, nutepaTtypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCcTBe rapaHTum
TOro, YTO MHTENNEKTYanNbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, AacT eMy
crnpaBefsiBble BO3MOXHOCTWM 3apaboTaTb Ha pesynbTaTax CcBOero Tpyga, nosyyunTb
N3BECTHOCTb 1 NpusHaHmne. HukTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npovssefeHne, pacnpocTpaHaATb, MNy6NMYHO [AeMOHCTpupoBaTb, MNpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyOrmMyHO WUCNOMHATb, NOKa3blBaTb/MCMOMHATbL B
adupe unu pasmelyatb B IHTepHeTe.
Ncnonb3oBaHue "nupatckoro” nporpammMHoro obecnevyeHms MoXeT NPUBECTU K MHOMMM
puckam: OT NOTepU AaHHbIX K TBOUM akkayHTam 40 610KMPOBKM TBOErO YCTPOUCTBA, rae
yCTaHOBMEHa HeneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYIOT
neranbHble 1 6ecnnaTHble NPorpaMmbl, KOTOPbIE MOXHO HAaNUTWN B CETU.
O nopTtane
CeTeBUYOK.ph - TBOW rNaBHbIA COBETYMK B CETU. 34eCb Tbl MOXelWb Y3HaTb O
BGe3onacHOCTM B CEeTU MOHATHbIM W OOCTYMHbIM A3bIKOM, a MpU BO3HUKHOBEHWUN
KpUTUYECKON cuTyauum obpaTuTbCa 3a COBETOM. A Takke MNpUHATb yvacTue B
KOHKypCax 1 ctaTb caMbiM UUAPOBLIM rpaxkgaHMHOM!

Mpunoxexne N 3
NAMATKA Ons POOUTENEN OB MH®OPMALIMOHHON BE3OMNMACHOCTU OETEN
OnpegeneHne TepmuHa "MHpopmauMoHHaa ©e3onacHOCTb OeTen" coaepxuTca B
depepanbHoM 3akoHe N 436-®3 "O 3awmte geten OT MHOPMaUMN, NPUHNHAIOLLEN
Bped UX 340POBb0 M pasBuUTUIO", perynupyrowmmMm OTHOLUEHUS, CBSI3aHHble C 3aLMTOn
aeten ot uHoOpMauuu, NPUYUHAKOWEN Bped WX 340pOBb0 U (MNKN) PasBUTULO.
CornacHo gaHHOMY 3aKOHY "MHopMaunoHHas 6e30nacHOCTbL AeTen" - 3TO COCTOSAHUE
3alMLULEHHOCTN, MPU  KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHLIN C MNPUYUHEHNEM
MHopMaumnen Bpena ux 34opoBbio U (MNKN) PU3NYECKOMY, NCUXNYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-O®3 wuHdopmauumen, npuyYMHSAOLWEN Bpen
3[0pPOBbLIO U (UNK) Pas3BUTUIO AEeTEN, ABNAETCA:
1. HOpMauums, 3anpeLLeHHas onsa pacnpocTpaHeHNa cpeaun aeTen;
2. HcopmaLms, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpean aeTen onpeneneHHbIX
BO3pPaCTHbIX KaTeropun.
3. K nHhopmaummn, 3anpeLleHHoOn ang pacnpocTpaHeHus cpeau geTten, OTHOCUTCS:
4. vHdopmauusa, nobyxgawwas OeTen K COBEPLUEHUIO AENCTBUIA, NpencTaBnsOLMX
Yrpo3y WX XWU3HW U (UNn) 300POBbLI0, B T.4. NPUYUHEHUIO Bpeda CBOEMY 3[40POBLIO,
camoybunncray;
5. cnocobHOCTb BbI3BaTb Y OeTen >XenaHue ynoTpebuTb HapkoTMYeckue cpeacTsa,
NMCUXOTPOMNHbIE K (MNK) ofypMaHMBawLMe BellecTBa, TabauyHble wu3genus,
ankorofibHyt M CNUpTOCOAEepXallyto NpoaYKUMIO, MMBO U HaNUTKW, U3roTaBfiMBaeMble
Ha ero OCHOBE; MPWHATb yyacTue B asapTHbIX Urpax, 3aHUMaTbCs MPOCTUTYUMERN,
OpOASKHNYECTBOM UM NONPOLLIANHUYECTBOM;
6. obocHoBbIBalOWas wnu onpasdblBalowas AONYCTUMOCTb Hacunus u - (unu)
XectokoctTn nmbo nobyxagarowaa OCyWwecTBNATb HACUNbCTBEHHbIE OEWCTBUSA MO
OTHOLLEHMIO K JNIOASM U XXUBOTHbIM;
7. oTpuuaroLwasa ceMenHble LEeHHOCTU U (bopMUpYIOLLAa HeyBaXKeHWe K poauTensm m
(Mnn) opyrMm YneHam cembM;
8. onpaegbiBatoLLasi NPOTMBONPAaBHOE NOBEAEHNE;
9. cogepxallas HeueH3ypHYyHo BpaHb;



10. cogepxawas MHpopmaumio NopHorpadmn4ecKoro xapakrepa.

K vHdopmaumn, pacnpoctpaHeHMe KOTOPOU OrpaHNYeHo cpean geTten onpeaeneHHoro
BO3pacTa, OTHOCUTCS:

1. MHOopMaLmsa, npeacTaBnsemMas B BUMAE M300paXKeHUS U ONUCaAHUSA XKECTOKOCTH,
dusmyeckoro - (UKM)  NCUXUMYECKOTO  Hacunusg, NPecTynfnieHns WM KMHOro
aHTUOOLLEeCTBEHHOrO AENCTBUS;

2. BbI3blBaKOLWas y AeTen cTpax, yxac Unu naHuky, B T.4. npeacraBndemas B Buge
N306paxeHns MNn OnNucCaHua B YHWXKaIOLWeENn YernoBeyeckoe [OOCTOMHCTBO dhopme
HEeHacunbCTBEHHOW CMepTW, 3aboneBaHus, camMoyObMNCTBA, HECYaCTHOro cry4as,
aBapuu nnu katactpodbl 1 (UnN) UX NOCNEACTBUN;

3. npeacrtaBnsemas B BUAe M300paKeHUs UNn ONMCaHUsA NOSIOBbIX OTHOLUEHUA MeXAay
MY>KYMHOW U XKEHLLMHON;

4. cogepxalias OpaHHble crnoBa W BblpaXeHWsl, HEe OTHOCALUMECH K HEeLEeH3ypHOW
BpaHw.

C yuyetom atoro Bam npepgnaratotcs npasuna paboTtbl B cetu WHTepHeT ans
pasnU4YHbIX BO3PACTHbIX KaTeropui, cobnogeHne KOTOpbIX MO3BONUT obecneyntb
MHOPMaLUNOHHYO 6e30NacHOCTb BalUnX OETEN.

O6Lwwme npasuna ansa poautenen

1. HesaBucumo oT Bo3pacta pebeHka wucnonb3ymTe nporpammHoe obecneyeHue,
nomMmorawwiee uUNbTpoBaTb M KOHTPONMPOBaTb MH(OpMaLMO, HO He noraranTechb
NOJSTHOCTBIO Ha Hero. Balwe BHUMaHue K pebeHky - rmaBHbI MeTo 3aLLmThl.

2. Ecnn Baw pebeHOK uMeeT akkayHT Ha OAHOM U3 couuManbHbIX CEepBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru wn T.n.), BHMMaTenbHO Wu3y4YnTe, KaKyro
MHopMaUunIo NomMeLlalT ero y4yaCcTHUKM B CBOMX npodmnax v 6norax, Bko4as
doTorpacmm n Bugeo.

3. lpoBepbTe, C KakMMuU OpyrMMW canWTamu CBS3aH couumanbHbli cepBuc Baluero
pebeHka. CTtpaHudkM Bawero pebeHka MoryT OblTb 6e3onacHbiMW, HO MOTYT W
cofepXaTtb CCbINIKM Ha HexenaTesNbHble K OnacHble canTbl (HanpyuMmep, NOPHOCaANT, U
canT, Ha KOTOPOM Apyr yroMuHaeT Homep coToBoro TernedoHa Bawero pebeHka mnnm
Baw gomawHmnn agpec)

4. MNoowpsante Bawwunx geten coodbiatb 000 BCEM CTPAHHOM U OTTaNKMBalLEM N HE
CMMLLKOM OCTPO pearnpymnTe, Korga OHU 3TO AenatoT (U3-3a onaceHust NoTepsaTb 4OCTYN
K WHTepHeTy OeTu He roBOpAT poauTensaMm O npobnemax, a Takke MOryT HadaTb
ncnonb3oBaTb VIHTEpHET BHE AOMa W LLKOSbI).

5. byabTe B Kypce ceTeBou xu3Hn Bawero pebeHka. IHTepecymnTechb, KTO UX Opy3bs B
NHTepHeT Tak Xe, Kak MHTepecyeTechb pearibHbIMU OPY3bSMM.

BospacTt o1 7 oo 8 net

B MIHTepHeTe pebeHoKk cTapaeTcsl NOCETUTb T€ UMN UHbIE CalTbl, @ BO3MOXHO U YaTbl,
paspelleHne Ha MocCelleHne KOTopbIX OH He nonyydun 6bl oT poautenen. oatomy
poauTensamMm ocobeHHO nonesHbl OyoyT Te OT4YeTbl, KOTOpble MpPeaoCTaBnsaTCA
nporpaMmamMn Mo OrpaHuyeHuto ucnonb3oBaHnsa WIHTepHeTa, T.e. Pogutenbckuin
KOHTPOSb UIK TO, YTO Bbl CMOXeTe yBUAETb BO BpeEMeHHbIX ¢hannax. B pesynbrarte, y
pebeHka He OyaeT OWyLeHUs, YTO 3a HUM BedeTCs MOCTOSIHHbIA KOHTPOSb, OAHAaKo,
poautenu 6yoyT no-npexHemy 3HaTb, Kakme canTbl nocewaeTr ux pebeHok. [etn B
AaHHOM Bo3pacTe ob6nagalwT CUbHbIM YyBCTBOM CEMbW, OHW [OOBEPYMBbLI M HEe
COMHeBatoTcs B aBToputeTax. OHu nobAT urpate B ceTeBbIE Urpbl 1 NyTeLweCcTBOBaTb
no WHTepHeTy, MUCNONb3ys 3MEKTPOHHYID MOYTY, 3ax0AMTb Ha CanTbl U 4YaTbl, He
pekoMeHA0BaHHbIEe poauTENsMU.

CoBeTbl N0 6e3onacHocTh B ceTn VIHTepHeT ana aeten 7 - 8 net

1. Co3ganTe CnMCOK OMaLLHMX NpaBun noceweHnsa VMiHTepHeTa npu yvyactum geTten m
TpebynTe ero BbIMOMHEHNS.



2. Tpebynte oT Bawero pebeHka coOMOAEHUS BPEMEHHBIX HOPM HaxOXAeHusa 3a
KomnbtoTepoM. [okaxunTe pebeHky, 4To Bbl HabnwgaeTe 3a HAM He noToMmy 4To Bam
9TO xo4eTcs, a noTomy 4YTo Bbl Gecnokontecb 0 ero 6e3onacHOCTM U Bceraa rotosbl
€My NMoMoub.

3. KomnbloTep ¢ nogkntoveHmemM K VIHTepHeTy AoSmkeH HaxoamTbes B obLuen KomHaTte
nos NpUCMOTPOM poauUTESIEN.

4. /icnonb3ynTe cneumarnbHble AeTCKUe NOUCKOBbIE MaLLUHbI.

5. Nicnonb3ynTe cpeactea 6NokKMpoBaHUSA HEXenaTerbHOro KOHTEHTa Kak [OMOSIHEHNE
K CTaHOapTHOMY PoauTensckoMy KOHTPOJTH.

6. Co3pganTte ceMeNHbIi SNEKTPOHHbIA SLWKMK, YTOObI HEe MNO3BONMUTL OETAM MMETb
cobcTBEHHbIE agpeca.

7. bnokupynte goctyn K camtam ¢ 6ecnnaTtHbIMX MOYTOBBLIMU ALMKAMW C MOMOLLLIO
COOTBETCTBYIOLLErO NPOrpaMmMHoOro obecneveHus.

8. lpuyunte peten coBeToBaTbCcsa C Bamu nepen onybnukoBaHuem Kakom-nnbo
MHoOpMaUuKn cpeacTtBaMy 3NIEKTPOHHOM MOYTbI, 4aTOB, PErucTpaumoHHbIX OpM W
npodgounen.

9. Hayuute peten He 3arpyxaTb pannbl, nporpammbl UnNn My3sblky 6e3 Bawlero
cornacusi.

10. He paspewante pgetam uUcCnonb3oBaTb CNYXbbl MrHOBeHHoro obmeHa
COOOLLLEHNAMMN.

11. B "benbin" cnncok cantoB, paspeLleHHbIX AN NOCELLEeHUsl, BHOCUTE TONbKO CaunThbl
C XOpoLUen penyTaunen.

12. He 3abbiBante 6ecepoBatb ¢ geTbMn 06 Mx Apy3bsax B NHTepHeTe, Kak ecrnv Obl
peyb LWna 0 Apy3bsX B pearnbHOW XU3HMW.

13. He penante "taby" 13 BONpOCOB MOfIOBON XWN3HW, Tak Kak B VIHTepHeTe aeTn moryT
nerko HaTKHYTbCA Ha NOpPHOrpaduio UnNn canTbl "ans B3pocnbIx".

14. lMpuyunte Bawero pebeHka coobwatb BaM O mnbbIX yrpo3ax unm Tpesorax,
cBsA3aHHbIX ¢ MIHTepHeTOM. OcTaBanTeCb CMOKOWMHBbIMU M HarnoOMHUTE OETSM, YTO OHU B
BGesonacHoCTM, ecnn camMu pacckasanM BamM O CBOMX TpeBorax. [loxBanute ux wu
NOCOBETYNTE NOAOWTM eLLe pa3 B NOAOOBHbIX CriyyYasix.

Bospact geten ot 9 go 12 net

B maHHOM BO3pacTte AeTu, Kak NpaBumo, YXXe HachnbllwaHbl 0 TOM, Kakas MHdopmMaums
cywectsyeT B MHTepHeTe. CoBepLUEHHO HOPMasnbHO, YTO OHM XOTAT 3TO YBUAOETD,
Npo4YecTb, ycnbliwaTtb. [lpy 3TOM HYXHO NOMHWUTb, YTO AOCTYN K HeXenaTesnbHbIM
MaTtepmanamMm MOXHO nerko 3abnokupoBaTb nNpu MNomowmM cpeacts PoguTenbcKkoro
KOHTPOIS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 net

1. Cosgante cnMcok goMalLHMX NpaBun noceweHus VIHTepHeT npu yvyacTum OeTen u
TpebynTe ero BbIMOMHEHUS.

2. Tpebynte oT Bawero pebeHka cobniogeHnsi HOpM HaxoXAEHUS 3a KOMMNbIOTEPOM.

3. Habnogante 3a pebeHkoMm npu paboTe 3a KOMMbIOTEPOM, NOKaXuTe emy, 4To Bbl
Becnokontecb 0 ero 6€30nacHOCTM 1 BCerga rotoBbl oka3aTb €My NMOMOLLb.

4. KomnbloTep € nogkntoydeHnem B VIHTEpHET OOMMKEeH HaxoauTbca B obuien KoMHaTe
nog NPUCMOTPOM PoaUTESEN.

5. Ncnonb3ynTe cpeactea 6NoKMpPOBaHUSA HEXenaTerlbHOro KOHTEHTa Kak [OMOSHEHNE
K cTaHOapTHOMY PoauTensckoMy KOHTPOITHO.

6. He 3abbiBanTe npuHUMaTb HENOCPEACTBEHHOE Yy4yacTue B XWU3HU pebeHka,
GecepoBaTb C AeTbMM 06 UX Apy3bsix B IHTEpHeTe.

7. HactamBainte, 4tOObl OE€TW HUKOrga He cornawanucb Ha §nu4YHble BCTpeYn C
Apy3bamu no HTepHeTy.

8. lMos3Bonante OeTtaM 3axoauTb TONMbKO Ha canTbl M3 "Benoro" cnucka, KOTOpbIn
cosganTte BMeCTe C HAMM.



9. lpuyunte peTerM HUKOrda He BblgaBaTb JIMYHYKO WHQOPMaUuio cpencrsamu
SNEKTPOHHOM  MNOYTbl, 4aTOB, CUCTEM MFHOBEHHOro ObMeHa coobLeHnamu,
PErnCTPaunoHHbIX (POPM, NUYHBIX MPOdUNIEn M NpU perncTpauum Ha KOHKYpCbl B
NHTepHeTe.

10. MNpuyunte peten He 3arpyxaTb nporpaMmmbl 6e3 Bawero paspelweHus. O6bacHUTe
MM, YTO OHM MOFYT CIy4YalHO 3arpysnTb BUPYCbl WNW OpYyroe HexenatenbHoe
nporpamMmmHoe obecneveHue.

11. CospganTte Bawemy pebeHKy OorpaHuMYeHHyK YYeTHYK 3anucb And paboTbl Ha
KOMMblOTEPE.

12. lMpuyunte Bawero pebeHka coobwatb BaM O mnbbIX yrpo3ax unm Tpesorax,
cBsA3aHHbIX ¢ NHTepHeTOM. HanomHuTe getsam, 4To oHM B 6e3onacHOCTKU, ecrnv camu
pacckasanu Bam O CBOMX TpeBOrax u onaceHusx.

13. PacckaxuTe getsam o nopHorpadum B NHTepHeTe.

14. HacrtamBamte Ha TOM, 4TOObI [€TM MNpefocTaBnanM BamM AOCTYN K CBOEN
9NEKTPOHHOM NoYTe, YTobbI Bbl YOeaNNUCh, YTO OHM He OBLaTCA C HE3HAKOMLUAMMU.
15. OObACHUTE [eTsaM, 4YTO Henb3s UCNoNb3oBaTb CeTb  ANA  XYNUMraHcTBa,
pacnpocTpaHeHns CnieTeH unmn yrpoa.

Bospact geten ot 13 go 17 nert

B aTom BO3pacTe MOAPOCTKM aKTUBHO MCMOMb3YKT MOWCKOBbIE MalUWHbI, NOSb3YHTCSA
3NEKTPOHHOM MNOYTON, cnyx6amu MrHoBeHHOro obmeHa CcoobLWEeHMsAMN, CKayMBaroT
My3blKy U unbmbl. Manbyunkam B 3TOM BO3pacTte Gonblle Mo HpaBy cMmeTaTb Bce
OrpaHMYeHunsi, OHN XaxayT rpyboro oMopa, asapTHbIX UrP, KAPTMHOK "Ans B3pocnbIX".
[eBoykn npegnouymTaloT obuwatbCa B 4YaTax, NpM 3TOM OHM ropasgo 6Gonee
YyBCTBUTENbHbI K CEKCyarnbHbIM JOMOratenbCcTBaM B VIHTepHeTe.

3avacTyo B JaHHOM BO3pacTe poaMTENsIM yxKe BECbMa CITOXXHO KOHTPONIMPOBATbL CBOMX
aeTen, Tak kKak 06 VIHTEpHETE OHM yXXe 3HAKT 3HAYNTENBbHO BONbLLE CBOMX POAUTENEN.
TeMm He MeHee, He oTnyckanTe pgeten B "cBobogHoe nnasaHue" no VHTepHeTy.
CTrapanTecb akTMBHO y4yacTBoBaTb B 00LleHn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnogate npaBuna WMHTepHeT-Ge3onacHocT -
cornawleHne mexay pogutensamu u getbMu. Kpome T0ro, He06xoaMMo Kak MOXHO Yalle
npocmaTtpuBatb OT4eTbl O AesTenbHocTn aeten B WHTepHeTe. CneagyeT obpatutb
BHMMaHMEe Ha HeobXoOMMOCTb COAEepXaHWA pPOAUTENbCKMX naponen (naponen
aAMWHNCTPaTOPOB) B CTPOroM cekpeTe M 00paTuTb BHMMaHME Ha CTPOroCTb 3ITUX
naponeu.

CoBeTbl N0 6e3onacHocTM B 3ToM Bo3pacTte oT 13 go 17 net

1. Cospgante CNMCOK AOMAalUHMX MNpaBun nocelleHna WHTepHeTa npu  yvacTum
nogpocTkoB n Tpebynte 6Ge3ycrnoBHOro ero BbinosiHeHusi. OBroBopute C¢ pebeHkoMm
CMMCOK 3anpelleHHbIX canToB ("JyepHblM cnmcok"), 4acbl paboTbl B VIHTepHeTe,
PYKOBOLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucre B YaTax).

2. KomnbloTep C nogknoyeHMem K ceTu VIHTepHeT OOofmKeH HaxogouTbess B obuien
KOMHaTe.

3. He 3abbiBante GecenoBaTb ¢ 4eTbMn 06 ux apy3bsax B IHTEpHETE, O TOM, YEM OHM
3aHATblI TakuM obpasom, ByaTo pedb ngeT o Apy3bsax B peanbHOW XusHu. CnpawumsanTte
0 noasax, C KOTopbIMM geTu obuialTca nocpeacTBOM Criykb6 MrHoBeHHoOro obmeHa
coobueHnamMmM, 4Tobbl yoeanTbCa, YTo 3TK NoaN UM 3HAKOMBbI.

4. Ncnonb3ynTte cpeacTtBa B6MOKMPOBaAHUSA HEXeNnaTenbHOr0 KOHTEHTA Kak LONOSTHEHUe
K cTaHOapTHOMY PoanTenbCkoMy KOHTPOSIO.

5. Heobxogumo 3HaTtb, KakMmu 4atamum nonb3yotrca Bawwn petu. [lMoowpsante
MCnonb3oBaHMe MoAepupyeMbiX YaTOB M HacTamBanTe, 4YToObl AeTu He obwanuich B
NPYBaTHOM pPEXMME.

6. HactamBanTte Ha ToM, 4YTOObI A€TWM HUKOr4a He BCTpeYanucb NIMYHO C APY3bSMU U3
cetn IHTepHerT.



7. Tlpuyyute peten He BbldaBaTb CBOKW JUYHYIO UWHGOPMaUUo cpencreamu
SNEKTPOHHOM  MNOYTbl, 4aTOB, CUCTEM MFHOBEHHOro ObMeHa coobLeHnamu,
PerncTpaunoHHbIX QOPM, IUYHbLIX Mpodunen U Npu pernctTpaumm Ha KOHKYpCbl B
NHTepHeTe.

8. Mpuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspewenus. O6bACHUTE
MM, YTO OHM MOFYT CIy4YalHO 3arpysnTb BUPYCbl WNW OpYyroe HexenatenbHoe
nporpamMmmHoe obecneveHue.

9. lMpuyunte Bawero pebeHka coobwatb BaMm O nNOObLIX yrpo3ax WUNu TpeBorax,
cBsi3aHHbIX C NHTepHeTOM. HanomHuTe getam, 4To oHM B 6e30macHOCTWU, ecnv camm
pacckasanu Bam, O CBOMX Yyrposax unu TtpeBorax. [loxBanute ux M NOCOBETyWTEe
noaonTn eLle pa3 B NogobHbIX cryvasix.

10. Pacckaxute getsam o nopHorpagpum B NHTepHeTe. NMomMornte Mm 3alnMTUTLCA OT
cnama. Hayunte noapocTkoB He BblgaBaTb B VIHTepHeTe cBoero peasibHOro
9NEKTPOHHOro agpeca, He OoTBeYyaTb Ha HexernaTelbHble NUCbMa M UCNOSb30BaTb
crneunasbHble NOYTOBblE PUMBTPDI.

11. Mpuy4unte cebsa 3HaKOMUTBLCSA C cCanTaMn, KOTopble NOCeLLaT NOAPOCTKM.

12. Hayunte geten yBaxaTb ApPYrux B UHTepHeTe. YbeamTecb, YTO OHU 3HAKOT O TOM,
YTO NpaBura XopoLlero NnoBeAeHUst AeUCTBYIOT Be3[e - JaXe B BUPTyanbHOM MuUpe.

13. OObAcHUTE [eTsaM, 4YTO HM B KOeM clnyyae Henb3s ucnosnb3oBaTb CeTb Ans
XyIMraHcTBa, pacrnpocTpaHeHUs CnieTeH unu yrpo3 Apyrum Nioasm.

14. ObcyguTte c nogpocTkaMmy npobnemMbl CeTeBbIX a3apTHbIX UMP U UX BO3MOXHbIN
puck. HanoMmHuTe, 4TO AETN HEe MOTYT UrpaTb B 9TU UrPbl COrMAacHO 3aKOHY.

[MocTOsIHHO KOHTponupynTe wucnonb3oBaHue WIHTepHeTa Bawwum pebeHkom! 3To He
HapylleHne ero NUYHOro MPOCTPaHCTBa, a Mepa NPefoCTOPOXHOCTU U MPOsiBrieHne
Bawen poantenbckon oTBETCTBEHHOCTU U 3a00Thl.



